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Difficulty
00000
Very easy

Kaspersky Antivirus SSL Interception

KAV has a “feature” that will intercept all https://. traffic so that it can inspect it. In order to do that it
essentially breaks the secure path between your client and the web service you visit by in effect
doing a MITM “attack”. Your client will always see the KAV SSL certificate (which has an expiration
date of decades in the future...) and your “secure” connection will effectively be proxied by the
Antivirus to the site. Excluding all the severe security implications, this will also not allow you to
inspect the actual sites certificate.

Disable SSL Interception

Right Click on the Icon in KAV on your taskbar - Settings —» Additional - Network - Do not scan
encrypted connections

[ Kaspersky Free IKASPERSKY 2 ? — X

¢« | Network settings

Cost-Aware Networking

Limit traffic on metered connections

Traffic processing

Inject script into web traffic to interact with web pages CD

Menitored ports
Monitor all netwark ports

@ Monitor selected ports only Select.,

Encrypted connections scanning

Some websites may be inaccessible when scanning of encrypted connections is enabled, even after installation of the Kaspersky Lab
certificate

@ Do not scan encrypted connections %
Scan encrypted connechions upon request from protection components @

Always scan encrypted connections
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